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KJsadereffiver &Permtiwxas
futiehael Levine

ith over 40 years of intensive hands-on, award-winning experience on

I streets and in the courtrooms, Michael Levine has acquired the vast

iders, knowledge and razor sharp eye for details that are vital to expert

limony. The deiails that underlie and support his resume have stood up

the rigorous cross-examination of some of the best prosecutors and

o*"y-, in the nation. one of the most decorated supervisory agents in
&&8ereil;tiJ"ty of the Drug Enforcement Administration, Mr. Levine has also

served with great distinction with the u.S. customs Service, BATF, IRS (Criminal

investigatioris Uivisionl and the FBI7DEA Task Force. Trained and licensed as a police

instrucior by DEA, his career in police training, now numbering more than 30 years'

continues to tt i, day. Mr. Levine's expert testimony (as regards all areas of expertise

listed) has been accepted on more ttren :OO occasions in federal ut\q ttuT.:9urts (both

criminal and civil) in l? states as well as Puerto fuco' He is a widely published' highly

skilled professional writ"r, well known for the effectiveness of his reports and affidavits'

His training and experience as a supervisory officer, inspector of-operations and police

instructor, combineO with his insider's anatomical knowledge of law enforcement

operations, make him an invaluable asset in a number of important services' As a trial

consultant and expert witness commencing with his Do,J retirement in 1990, Mr' Levine

has reviewed a'd commented upon in 
"t"i* 

of 200 full case files, relating to both civil

and criminal matters, and involiing a wide array of areas of expertise' This involves

exhaustive and lengtiry reviews oflne investigative and law enforcement practices of

many local and teaerut agencies, including but not limited to FBI, DEA, Customs,

Homeland Security, gRiF, IMNS and more than 30 local, state and city police agencies

throughout the U.S. This ongoing experience keeps Mr. Levine current and up-to-date on

policies, procedures and standards of u.S law enforcement. A licensed Private

investigaior, Mt. Levine is also active as a law enforcement instructor' joumalist and

investigative researcher. He maintains an extensive and continually updated database of '

information that relates to each area of his expertise. An important part of this database

involves direct contact with more than 200 court-qualified law enforcement experts

worldwide, colleagues with whom he consults on i case-by-case basis' Michael Levine

has appeared as a guest/expert on dozens of nationally televised shows' including 60

Minutes, Good Moming America, NBC & CBS Moming Shows, MacNeil-Lehrer News

Hour, ZAD1 and many 6th"... He has also been retained as a technical consultant for

multiple television series, and has appeared as an expert on various law enforcement

related topics on numerous local telivision shows around the country' He has made guest

upp.urur..s onhundreds oflocal and national radio shows around the country'



Preface

In Spanish there is an old axiom, Hay que escarrnentar de cabeza ajena, [One must leam

from the mistakes of others]. This is an axiom that could be printed on the tombstone oi

every undercover agent who died in the line of duty, or on the cell wal1 of every well-

meaning Undercover whose work terminated with a jail sentence' or on the personal

checks written by undercover officers to lawyers hired to defend them from civil or

criminal accusatlons emanating from his UC work, or on the termination papers received

by well meaning undercover officers for violation of the Rules of Conduct, or on the

di'orce and separatlon papers that symbolize the well-meaning Undercover's family

destruction . Every commandment, mle and axiom found in these pages came directl-'"

from the mistakes of others, and are set forth herein with the hope that those who follo$

them will not repeat the mistakes that at best resulted in ruined prosecution cases and 1a''r

suits, and at worst serious injuries and death'

While this manual was prepaled as a companion piece for the class on Undercover

Tactics, it is also intendld as a stand-alone reference document, to be used and/or

consulted whenever needed.
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SECTION 1

FIFTEEN COMMANDMENTS OF
UNDERGOVER SURVIVAL



Undercover OPerations and
lnformant Handl ing

FIF'TEEN COMMANDMENTS OF UNDERCOVEIT SURVIVAL

Section Objectives

Upon completion of this section the student will, without reference to notes, be able to:

l. List and explain the fifteen commandments of undercover survival according to Michael

Levine.

Section Goals

Describe the vital mechanics of running a safe and successful undercover operation in

accordance with the team concePt.

Identify the roles of the Undercover Officer and/or Undercover Informant in accordance

with the team concept of undercover tactics and procedures.

List the vital roles and principals of leadership in all facets of Undercover Operations'

Understand the principals, procedures and standards of informant handling,

documentation, and corroboration as they relate to Undercover Operations'

Recognize the violations listed in the "commandments" that are Red Flag Indicators of an

undeicover operation that is about to go bad, i.e. result in death, and/ot, injury, and/or'

lost careers. and./or law suits.

1.1

i

l .

2.

a

+.
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U ndercover Operations and
lnformant Handl ing

Fifteen Commandments of Undercover Survival

Commandment #1:

No case is worth my life, my job or my family.

This does not meanthat the undercover should avoid ALL risks. The nature of the work is
inherently risky; however, it does mean that the undercover and the supervisor have time to
consider the logic of the assignment versus the gains. Ways to reduce the risks should be
considered and discussed before taking the long dark walk.

This consideration will be discussed, during the class, in reference to real life situations resulting
in tragic outcomes.

Commandment #2:

The undercover agent must be a team player-not the manager.

The undercover operation must NEVER be planned with the undercover calling the shots. The
"healthiest" undercover is the one who considers him,&erself a MEMBER of a team and NOT its
Director.

The importance of character, intelligence and stability of undercover operatives wil1be discussed
using real life case examples as illustrations to learn from.

Commandment #3:

The undercover squad supervisor should have extensive experience as an
undercover himself and/or the open-mindedness to consult with experienced undercover
officers.

Most cases involving tragic outcomes are the result of inexperienced rnanagement and/or lack of
training in undercover tactics and/or a lack of leadership skills. This will be discussed in class
using documented case histories.

Commandment #4:

Learn everything possible about your target from your informant, with a particular
focus on his/her propensity for violence. Consult with officers with a demonstrable talent
for informant handling.

NYS Division of Criminal Justice Services, Office of Public Safety: Copyright 2007 (August 2007)

1.2



[- l ndercover Operat:o rn s a-" I
lnformant Handl ing

Commandment #5.

\ever trust an informant-listen and verify ever).thing that is possible to verify, and
above all: control the informant. Keep in mind that there are circumstances wherein the
death of the undercover lvill rvork to the benefit of the informant.

For an informant to be effective he/she must be a criminal, a two-faced, duplicitous traitor and a
professional liar. You should act as thought you trust the inforrnant but you must verify
everything that is possible to verifu. A high percentage of undercover tragedies, civil law suits
and ended careers emanate from the mishandling of inforrnants and,/or trusting of informants.
The tactics involved in informant handling, debriefing, corroboration and utilization in an
undercover capacity are set forth with specificity in the body of this manual for east reference,
and will be discussed utilizine documented case histories as examples.

Commandment #6:

Always have a game plan in'written form BEFORE going on to the "set". It should
be arrived at by a group planning session full of as many "what ifls" as the group can think
of.

The undercover operation plan should be in written form and given to every officer who will be
taking part. The group of officers who will be involved in the planning of the operation should
include all officers who will play a role in the operation as well as other experienced undercovers
to provide input. Every officer taking part in an operation MUST know the undercover and the
informant by sieht. The informant, however, should only see those whom he/she NEEDS to see.

Case histories involving the death and lor serious injury of undercqver officers and./or innocent
civilians, in which failure to appropriately plan played significant role in the tragic outcome, will
be discussed.

Commandment #7:

Always discuss and/or rehearse the takedown ensuring that each officer knows and
clearly understands his/her assignment at that critical moment.

Confusion about your own assignment as well as the assignments of others has caused the death
of and/or serious injury to law enforcement and perpetrators alike.

Case histories to be discussed durins class.

Commandment #8:

The team leader should always end an operation the instant the game plan is
violated.

1.3
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Undercover Operations and
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Failing to terminate the operation once the game plan has been violated has contributed to the
deaths of undercover officers in the past. This poisibility MUST be discussed during the
planning stages of every operation.

Case histories to be discussed durins class.

Commandment # 9:

An undercover must neYer operate on an extended assignment without close
supervision, contact and control of a manager who has a demonstrable record of
experience in the undercover arena.

Case histories to be discussed during class

Commandment #10:

An undercover agent must ahvays think "safety'r:his safety and the safety of the
agents/offi cers covering him.

While operating as an undercover you should take note of potential hazards that you and ybur
team may encounter such as weapons, traps, hazardous chemicals, attack dogs, hidden rooms and
escape hatches.

Commandment #11:

An undercover agent must always think ?'testimonytr-anyone can "get over,n but
unless you are prepared to win in court, the whole exercise is pointless

The use of both undercover officers and informants must be done keeping, at all times, keeping
in rnind-courhoom presentation. The primary method of defense against an undercover agent is
an attack on his character and/or his tactics.

During class and in the continuation of this easy reference manual, suggestions as to preparation
and methods and tactics to be avoided, keeping in rnind courtroom presentation, will be
discussed using true life examples.

Commandment #12:

An undercover agent must alwavs measure every action and statement against the
question: would r do or say what r am about to if r were a real criminal?

Acting or reacting like ANYTHING BUT what the bad guy thinks you are is a factor found in
EVERY case of an undercover's cover being blown anali.uosT EVERy case that ended in an
undercover being murdered. Acting your role has been the key factor in the successful outcome
of some of the most important undercover cases in our nation's history. A good act can even
overcome an unrealistic scenario.

NYS Division of Criminal Justice Services, offlce of Public Safety: dopyright 2007 (August 2007)
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During class and in the continuation of these easy reference manual, suggestions as to
preparation, procedures and tactics in this critical area will be discussed utilizing documented
case histories

Commandment #13:

Never use equipment (all equipment, from weapons to electronic devices), unless
you are thoroughly familiar and well practiced in its use, and certain that it will work
under the conditions in which you are about to risk lives. Above all, never go into the arena
depending solely on an electronic device for your safety.

This is another commandment that has been directly linked to tuagic outcomes including but not
limited to the death of undercover officers.

During class and in the continuation of these easy reference manual, suggestions as to
preparation, procedures and tactics in this critical area rvill be discussed utilizing documented
case histories.

Commandment #14:

Alwavs do pre-operation surveillance, particularly in a huy/bust operation. Sooner
or later it will save a life. It saved mine.

This commandment is critical to the extent that in spite of it being covered in the section herein
devoted to Plarming Undercover Operations, it merits an emphatic mention.

During class real-life examples of its vital need will be discussed

Commandment'#15:

It is better to be tried by twelve than carried by six.

This commandment is NOT to be taken as a license for undercover officers to comrnit crinies,
and it should be considered as part of Commandment 1, "No case is worth my life, my job or my
family." However, it is set forth here separately due to the entirely unpredictable nature of
undercover work. The only constant is that if you do it iong enough, the undercover officer is a
iot more likely than the average law enforcement officer, to confront situations where an instant
decision in a very unconventional situation wherein the "bad guys" do NOT know he is a law
enforcement officer may mean his life. Situations, during which undercover officers in the past
have made choices to avoid problems at their jobs that resulted in them sacrificing their lives.

This will be discussed usine documented case examples durins class

1.5
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TNFORMANT HANDLING

Section Objectives

Upon completion of this section the student will, without reference to notes, be able to:

1. Name four things the ofJicer MUST do when working with an undercover "parfner."

2. List and explain three tactics of informant debriefings and their importance to a safe and
successful undercover operation.

l .

Section Goals

Recognize the basic principals, strategies and standards of Informant Handling, as they
pertain to Undercover Operations. (General)

List the specific tactics and principles that an informant acting as an undercover for law
enforcement should follow.

Know and understand the specific tactics of Informant Handling as they pertain to exercising
1aw enforcement control of informant activities and actions and/or prevention of informant
criminality such as entrapment, double-dealing and/or other crimes committed while
representing law enforcement as an undercover informant.

Have a heightened awareness of signs and/or indications of Informant handling situations
about to go redline. (result in serious problems).

NYS Division of Criminal Justice Services, Office of Public Safety: Copyright 2007 (November 2007)
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Informant Handling

The old adage, used ad-nauseum by law enforcement "experts" is: "A cop is only as good as his
informants." The purpose of this section is to help produ-e law enforcement officers finformant
handlers], supervisors and administrators who are Jlot b"tter and sawier than the informants
under their control; professional law enforcement officers and administrators who effectively use
criminal informants (CI) to apprehend and convict ser:ious criminals with solid prosecution cases.
Too often law enforcement officers are used by their confidential informants as^protection from
prosecution and/or to steal taxpayer dollars in the form of reward payments, whiie they ltheinformants] commit serious crimes against the people whom we've sworn to serve and" protect.

Sub-standard informant handling by the undercover officer has led to a number of undesired
outcomes including, false arrests and convictions, planting evidence (flaking), criminal charges
filed against the undercover officer and their respective department, civil law suits, and the
prosecution of police and prosecutors.

Undercovers who allow the informant to control the operation risk everything. Informants who
are poorly handled invite rip-offs by presenting bait that would tempt any criminal. If the
informant acts like raw meat, any nearby shark is going to go for him/hei and the und"ercover
officer.

The rules and standards set forth in this guide are the product of tragedy and failure, and are set
forth herein, again, with the hope that history will not repeat itself

Rules of Informant Handling L

RULE # ]. From the first contact with an informant, of any category, the inviolable
rule is, observe closely, assess reactions and control tightly at all times.
Note: while you are observing and assessing the informant, heishe is
definitely observing and assessing you. The methods of observation,
checks and controls will be covered in great detail, as they pertain to each
of the Rules. Never forget that an informant is a crirninal, who, for the
moment is working for you. violate the rules and he will be workins
against you.

Attempt to leam and document everything you can about your informant,s
character, intelligence and personality that would influence their
performance before using him,{rer for any purpose. frparticularly
important in exigent circumstances and for supervisory officers and/or
administrators as to each and every informant assigned to your unit and/or
department, for purpose of ensuring an appropriate informant-handler
matchl:

' Adapted directly from the DEA two-week training school lesson plan

NYS Division of Criminal Justice Services, Office of Public Safety: Copyright 2007 (November 2007)
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Areas of immediate concern to Handlers, Supewisors and
Administrators sre:

a. Hislher criminal record. Speak to officers/investigators
involved in any and all cases resulting in the arrest of your
informant. If you don't some defense attorney will.
What the informant has shown him,/herself to be capable of:
level of treachery; implication in homicides etc... Whatever
he/she has done unto others, don't believe for a second that
your badge will prevent him,{her from doing unto you.
What is the CI's record as an informant? You WANT to speak
to prior handler and./or prosecutors who used this informant!
This information is a must!
CI's level of intelligence and education. Important to know
and assess in rnatching informant to handler. You NEVER
want too much of an imbalance with the "weight" of
intelligence going toward the informant! Critical area for
Supervisory Officers and Managers
The CI must be aware that his operations are being watched,
not only by his handler, but by supervisors as well. CI cannot
be allowed to be in a position wherein, he/she believes that if
the informant "gets over" (seduces the handler); he/she can
maintain control of hisiher own activities. Critical area for
Supervisory Officers and Managers.
"Success" in crime. facquired assets, total jail time, length of
time in crime, level of crime activity reachedj. Does crime pay
for this informant, and why?
How does your informant earn an income? Does his/her
explanation for income rnatch hislher life style? If you don't
ask these questions, a sharp defense attorney will! The
inference is that you looked the other way at your informant's
criminality!
Hislher presentation during interview: Do they seem
deceptive? (Supewisor sltould be present during initial
intewiew and during periodic clebrieJings)
Assertive personality? Does he/she seem to control the
direction of the conversation dwing interview with handler?
Critical area for Supervisors and Administratorso as well as
handlers.
Does he/she attempt to evade questions?-any questions
whatsoever, no matter how seemingly inconsequential.
Is there evidence unearthed during the initial inquiry that is
indicative of this informant "shopping" cases-playing one
agency against another for his,lher own gain/protection?
Is there evidence in the record of this informant "double
dealing"-using informant status as protection for criminal
activities?

b.

d.

g.

h.

j

l -
t(.

t.

,'/S Divjsion of Criminal Justice Services, Office of Public Safety: Copyright 2007 (Ncvember 2007)
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RULE #3. lCritical for supervisorsl: BEWARE OF INFORMANTS WHO
CONTROL THEIR HANDLERS-NEVER FORGET : INFORMANTS
ARE CRIMINALS NOT COPS.

NOTE: From the first interaction between informant and any
officers under your cofirmand, you must, at all times, observe and
assess the relationship between informant and handler, particularly
as to who is runnins whom!

Clever informants often play dumb; however, over time a
supervisor must be alert for signs of the following:

a.
b.

d.

t

- t .

h.

k.

b.

Is informant more streetwise than his handler[s]?
Does the informant's personality dominate the
officer's?
Does the informant easily evade or avoid probing
questions of his handler?
Is the informant significantly more experienced than
the officer?
Is the officer too insecure in his/her own abilities
and job performance to handle informants?
lPossibly "too dependent" on informant for job
productionl.
Is the informant able to become too "personal" in
any maruler with the handlerfs]?
Does the informant seem to know too much about
the handler (s) personal life? fFamily names,
personal problems, personal gripes, etc].
Does the handler have a tendency to take the
informant's side and/or defend the informant when
the informant is clearly in the wrong?
Does the informant seem to be in constant control
of the direction of investigations?
Does the informant seek to control the direction of
his debriefings at ANY time?
Does the informant often claim that ciose
surveillance will "bllrn" his activities, particularly
controlled buy operations?

Debrief an active informant periodically INO LONGER THAN 30 DAY
INTERVALS WHILE ACTIVEI, whether he/she claims to have
information or not. You mayfor.get that he/she is your informant, but
when he/she does wrong, he/she will NoTforget that he/she works for you
and/or your department! And f your informant inflicts damage on some
unsuspecting party while he/she is worlcingfor you, you can count on
being named in a law suit.

RULE #4.

f-

NYS Division of Criminal Justice Services, Office of Public Safety: Copyright 2007 (November 2007)
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RULE #5,

j .

2.6

The debriefing should cover ALL criminal knowledge.
You want to impress on him/her that you want to know
everything he/she has even heard rumors of.
The debriefing should be witnessed, as should all
contacts with the CI.
The debriefing should cover ALL contacts made by the

informant-whether the or not the informant thinks
they were productive or not-that were with anyone
who might be considered a potential violator and/or a
person(s) with criminal records.
The debriefing should cover ALL contaets this
informant has made with other police agencies.

IShopping cases].
How has the informant been eaming a living?
Be alert for signs of deception.
Be alert for "sensitive" areas.
\\4ren the informant seems shy of a subject - that is the
subject you want to probe.
The debriefing should be attended by a supervisor, at
least periodically, and should-unless there are
documented, extenuating circumstances-always be
witnessed by another officer.
When the informant supplies actionable information

linformation that may result in a full investigation'
waffant, etc.] be prepared to follow some or all the
tactics referred to in RULE 10.

Have the informant read and sign an "INFORMANT AGREEMENT"

acknowledging that during the informant's association with you and/or

your department the following areas will be agreed to:
a. I (the informant] acknowledge that I have no police

powers under the laws of (state) or any

local governmental subdivisions and has no authority to

carry aweapon while performing active duty as an
informant.

b. I acknowledge that I am associated with the
Police Department as an

informant on a case or time basis as an independent
contractor and that any payment received is not subject
to Federal or State Income Tax Withholding or Social
Security. All reporting of that income is mandatory
under the law and is my responsibility.

c. I acknowledge that as an informant I am not entitled to

Workman's Compensation frorn the state of
and that I shall not hold
responsible for any injuries or

h

Au.

f.
(J
o'

h.

!.S Division of Criminal Justice Services, Office of Public Safety: Copyright 2007 (November 2007)
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d.

damage incurred by reason of [the informant's]

u*ro.iuti"" with the
I agree to not engage-in 

"ttttap-ent 
activities and

u"fto*t"oge thal ihese activilies have been fully

explained to me by officerlprosecutor.
and that I fullY understand these

instructions.
i"g."" 

"", 
to diwlge to any person' except the

i#"ulguror[s] with-whom I am associated with' my

status is an informant for the ,
police department unless t"qoit"d to do so in court and

ihut t .hult not represent myself to others as an

emploYee or rePresentative of the

department'
irlsr"" ;", to use rhe -------=-- , 

police

department or any of its officers as credit or

."iplol*"", references unless prior approval is

"ttii"La 
from the investigator[s] with whom I am

associated.
g. I agree that my association with the

police departrnent does not afford me any special

h.
privile ges whatsoever'
ilgt"Jrft"t I will perform my duties as an informant

*iift"tt""V official iJentification as such and that I will

not create and,/or attempt to create any "identificatigri'

i"."t"""t- that in any way give the impression that I

am officially associaied with the police

["p"J-*r, and that I am aware that any attempt to do

;;;t be a violation of State and/or Federal law'

1-^;";that I will not plan and/or engage in any

criminal activity and/or make any criminal contacts that

;;;;-J in crirninal activity witholt first notiffing

*i"""""Uing officer[s] for approval and instructions'

il.t to*f"dg! that, inreference to (i) above' I have

been furnished with emergency contact.methods and

fruu" Ol.rrr*sed delaying tuttitt to be utilized during

j

possibly exi gent cir_cumstances'

k. i"d.?t"iJhould I, in any manne{' come into
.  1 ---:r^-^^ ^f anrr Lirrd fhat I  wi l l

; ;:; ; ;'i;; of criminal ev idence :I TI 5':* :11t"1
immediately contact my handler[s]. for i:tT:11"-,1t'

f. iugr"" to maintain a strict accounting of all funds

;;;;;;;;t the ,, ,, ,Pg':Yrv'rvvv r  
-  

' r formant '  I
department as part of my^actrvtty ut 

1t 11,- ̂ ^-.r^ h,
orri"rrtuttd that misuse of Atputt-ent funds could be

srounds for criminal prosecution agalnst me'

NYSDivisionofCrimina|JusticeServices,off iceofPublicsafety:Copyright2o0T(November2007)
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RULE #6.

RULE #7.

2.8

m. Finally, I agree that a violation of any of the above-

enumeratedprovisionswillbegroundsforimmediate
termination and probable criminal charges'

Create an informant file in which you document the informant's history,

performance and all your interactions with him/her. This may, indeed,

depending on Discovery rulings in each case, furnish defense attorneys

with cross-examination materials that may or may not jeopardize a

prosecution; however, it may also save your job, your career and the lives

ff ull offi."rs who eventually utilize this informant, as well as the

unsuspecting public. The general rule is that "the proper documentation of

an informant is essential if the informant is to be effectively utilized'

Failures at this critical stage can result in defense claims of prosecutorial

misconduct and allegations of Brady violations for failure to disclose

evidence that would erode an informant's credibility at hial." 2 The

informant f,rle is also a vital source of information and protection for any

future handlers of 5rour informant'
The Informant File, at a minimum, should reflect:

a. Full identiffing data: name' aliases, physical

descriptions, date of birth, fingerprints, current photo'

phone numbers, addresses, and Social Security

Number.
b. Criminal Record.
c. Criminal Reputation and Known Associates' fup to

datel.
d. Copies of all debrief,rng reports'
e. Records of all PaYments.
f. Comments that would be useful to other potential

handlers.

Keep your finger on the pulse of your informant's motivation. If you

know your informant'S'itrue" motivation-why he/she does what they

do-then you will know what the real intentions are, which, by.the.way,

are rarely what he/she says they are. Criminal informants' motivations are

complicated, multiple and change rapidly without warning. In general

they are a combination of the following:
a. Fear of incarceration.
b. MercenarY.
c. Fear of reprisal against himself and/or his family'

d. DestroY competition
e. Vengeance
f. Eliminate creditors
g. Eliminate comPeting criminals

2 Informant Law Desk Boo&, by Dennis G' Fitzgerald
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h. Protect his own drug trafficking or other criminal

actlvlty
Reduction in sentence and/or release.
Police buffs and Wannabes.

. Unwittins informants.
Brokered.
Exciternent: Thrill or it all.
Peryerse.

d.

t .

i .
j .
k
1.
r11

n.
o. Good Samaritan
p. Repentance

JAIL HOUSE INFORMANTS:
q. Special Privileges
r. Early release
s. Informant fees Paid to others

Handlers must always seek to maintain control of informants through
proper balance of motivation, fear and reward factors. This means that, i

in dog training, the informant must both fear and respect that handler

enough that the "reward" (primary rnotivation) must come through that

handler(s) and only that handler(s). Motivation to "please" the handler

andlor adhere to the Informant Agteement, must, at ail times' overcome

other fears, needs, drives and urges.

To keep your informant "properly" motivated you MUST be,constantly
aware of hisftrer true motivation, which, as stated above, is always

changing. If the informant's rnotivation, secretly and/or unnoticed by th

handler(s), switches to seeking a "reward" from some source, the

informant WILL ALWAYS engage in one or more of the following:
Criminal acts [double-dealing], using his informant
status for protection from arrest and prosecution..
Entrapment. Conning "dupes" into the commission o
crimes and then "selling" then-l to hislher handlerfs] a
"information" and/or criminal cases.
False testimony. Jail House informants are notorious
this. "Montate en la gua gua! - Getting on the bus."

I. Cases: US v Noriega. Crown v Mihaylov. (otht

cases from personal files).
II. Falsification of evidence [i.e. doctored andlor

selective tape-recordings]. Carslon v US.
iII. Planting of evidence. US v MATL
Falsification of evidence li.e. doctored and/or selecti'
tape-recordings]. Carslon v US
Planting of evidence. US v MATI
Reverse undercover: Setting up the handler(s) and
"selling" them to Intemal Affairs, with information
gleaned frorn his close association. (US v Sante Bar

a.

b.
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g. Entrapping his handler(s) into misconduct and/or
criminal acts. (US v Sante Bario)

h. "Shopping" bad cases; playing one agency offagainst
the other in search of "easy" handlers. (Carlson v US).

i. "Down trading"- flipped drug traffickers who turn in
lower echelon dealers and users as "big fish" to satisfy
cooperati on agreements.

RULE #9. Be ever alert to "SIGNS" of informant'duplicity.
a. Refusal and/or reticence at making tape-recorded

conversations with alleged targets, to corroborate
informant information in the presence of controlling
officers fvital with "flipped" informants].

b. Vague and/or deceptive answers to questions during
debriefings.

c. Unexplained and/or vague explanation for ani'thing.
d. Unreported contacts with criminal associates.
e. Failure to contact handlerfs] through prearranged

methods fpagers, cell phones, headquarters, etc.] with
any excuse.

f. Reported contacts with criminal associates wherein "no
criminal convenation" is reported.

g. Unexplained signs of income or enrichment fcars,
jewelry, cash].

h. Lrdications of drug use.
i. Usually tries to convince handlers that the use of

' transmitting and/or recording devices would be

, . 
dangerous.

j. Usually tries to convince handlers that surveillance of
his activities will "bum" the investisation andlor
expose him

k. Fails to make regularly scheduled contact with vague
and/or questi onable excuse.

l. Too many "unplanned" meetings with criminal
associates.

m. Attempts to get personal with handlers.
11. Attempts to iearn information and/or tactics and/or

identities that he has no "nesd" for to fulf,rll his
assignment and/or agreement.

o. The ability to continue to function as an informant in
areas where he/she, by virtue of past performance, is
well known as an inforrnant.

p. Past record of the informant for duplicity (other agency
Informant File).
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Notification by another law enforcement agency of an
informant's arrest and/ ot criminal activities.
"Sudden" or "new" criminal information about an
individual with whom the informant has had an ongoing
and unreported relationship of any type.

L Cases: CROWN V MIHAYLOV(Papo
case)...CARLSON v US.

JAIL HOUSE INFORMANTS:
s. Access to "criminal information" via purchase and/or

grapevine and/or news and Internet.
Uncorroborated [by prison records and/or personnel]
access to alleged targetlsl.
Use of publicly and/or widely available information to
"sell" to authorities.
Use of outside contacts to obtain information that he
may falsiflz as having been "told" to himftrer directly by
a target ifalse confessions].

RULE #10: NEVER, NEVER, NEVER take an informant's word for anything without
independent corroboration, In the words of the KGB lRussian version of
CIA, who ran rings around CIA in the management of informants]
..TRUST BUT VERTFY."

Keeping your informant honest. Recommended tactics:
a. Initiate tape-recorded corroborating conversations

whenever possible (vital tactic with "flipped"
informants.)
Surveillance of informant, with and without his/her
knowledge.
Have the informant introduce the undercover agent.
Use other informants whenever possible to crosscheck
and corroborate. (John Miller "in Atlantai'case.)
Full investigative effort at independent corroboration of
everything told to you-who, what, when and where, and
what documents prove same.

RULE #1 1: NEVER, NEVER, NEVER trust an informant with information that you
would not want published on the front page of the New York Times. It
may end up there!

a. When you are with your informant, you MUST imagine
him/trer as a video-recorder, taking in and recording
EVERYTHING he/she is exposed to, for future use.
Lucy in (US v Roberto Suarez et al-The Big Wite Lie),
details and embellishes everything she has been

q.

r.

b.

d.

b.

NYS Division of Criminal Justice Services, Office of Public Safety: Copyright 2007 (November 2007)



Undercover Operat ions and
Informant Handl ing 2.12

exposed to in the lives of the agents and officers she has
been exposed to, giving aIl a sinister and illegal twist.
Fatal Dreams. US v IDEA agentl Sante Bario, the
informant in the Sante Bario case created a falsified
case against the unsuspecting DEA agent, who was
arrested and died in prison as a result-Bario was
exonerated posthumously.
Case: Deep Cover - Wheeler in Customs office. Ends
up in bed with the lead customs agent. Played the usual
infonnant-baits-cop game, with involvement in u'orld-
class case that would be eood for her career.

Rule #12: Handlers of flipped informants, under exigent circumstances, must carry
and use technical equipment (i.e. tape recorder) at every opportunity.

a. Recorders are used to "iceoo the decision to be an
informant. as well as to corroborate statements that
contain certain likelihood to be false and deceptive!
(taken from the DEA. "Informant Handling" training
syllabus)

b. Failure to tape-record calls with alleged co-
conspirators, as an example, may be attacked by
defense attorneys.

Example Discussion: Expert testimony during SAN DIEGO, Russian
Crew case.

c. INFORMANT CONTROLLED TAPE-RECORDINGS
OF TARGETS, from US v "DUPES", fname changed]
Expert Witness Report:

"Informants are often provided equipment to record
unsupervised incoming telephone calls from the
targetlsl. They should be instructed by their eontrol
agent to record all calls [emphasis^ mine] received
that pertain to the investigation." ' "CI's

[informants] should not initiate telephone calls to
the target unless directed to do so by the control
agent. This practice avoids the selectively taped
argument by the defense and allows the agent to
maintain control over the investigation. femphasis

.  
-4mlne l.

3 Informant Law Desk Book, Also see.' On Lee v Unites States, .74-l U.S. 747, reh'g denied, 344 U.S. 8aB (1952);
Lopez vunited States, -lZi U.S. 427 reh'g denied,.375 U.S. 870 (1963); (Jnited States v Wite, 401U.5.745,reh'g
denied,402U.S.99, onremand, 454F.2d435(7" '  Cir .  1971),  certdenied,406U.S.962, (79'72);Uni tedStetesv
Caceresl 440 U..C. 71, 79-I U.S. Tax Cas (CCH)C 9294,43 A.F.T.R. 2d (P-H) V19-872 (etdorstng W4tite,
glwality
" Id
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Here again, it is important to point out that the substandard permitting of
criminal informants to tape their own conversations has resulted in
numerous well-documented cases of entrapment and/or enhancement
entrapment andlor other criminality, including, but not limited to the
submission of "doctored" andlor otherwise falsified tape-recordings to
handlers as "evidence. 5

RULE #1 3: Handler's of flipped informants, under exigent circumstances, MUST
consult with prosecutor for approval.

Rule #14: Undercover Operations resulting from an informant introduction, and/or
with an informant as the undercover "partner" of an officer, MUST
address the following issues:

a. Tf,e mental stability of the informant at that moment.
b. Thorough debriefing of informant with an undercover

operation in mind.
c. The reputation of the informant with the target.
d. The informant's past history with, knowledge of and

relationship with the target.
e. The target's propensity for violence.
f. The undercover officer's ability to control the

informant.
g. Rehearsal.
h. What ifl Scenario-WITH informant-is vital.

CASES: Deep Cover-Wheeler playing Customs against
DEA and controlling the operation, as to control issues.
Tumillo Killing. Hatcher killing.

Example offailure to adhere to this rule occurred when DEA Agent Jay Sylvestro entered
the apartment of target Nick Caturrano with an informant who was going to make an
introduction. Sylvestro found himselffacing a gun in the shalcing hand of an enraged
Caturrano who wanted to lcill the informant, and Sylvestro, the only witness

RULE #]5: Informant "controlled buy" situation means "airtight" control by the
handler. The less "control" exercised by the handler, the more likely it is
that the informant will take personal and/or financial advantage of the
situation. (Critical area for supervisory and administrative levels).

a. FULL debriefing. Do NOT take the CI's word for why
he must make the buy and not an undercover officer.

b. Use transmitting and/or recording device whenever
possible. Do NOT take the informant's word that he
will be searched, without testing him. fDiscuss in
classl.

5 gsTllson v t/.S. (as one of many examples).

NYS Division of Criminal Justice Services, Office of Public Safety: Copyright 2007 (November 2007)



Undercover Operat ions and
lnformant Handl ing

RULE #]6:

RULE #]7:

2.14

REALLY search the informant and whatever vehicle hc
might use, BEFORE and AFTER the buy.
A full debriefing and signed statement AFTER the buy
is mandatory.
Surveillance BEFORE and AFTER CI leaves the
premises of the buy should be mandatory.
If possible take videos during the pre and post buy
surveillanceo and have the CI identiff the people on
video as to involvement.
ROis should reflect, by-the-book, Controlled Buy
procedures.
Supervisory officers should -whenever possible-
make personal observations of Controlled Buys,
particularly with officers and informants who use the
tactic with frequency.

CLASS DISCUSSION: CASE: US V JOHN MULL

Know the signs of informant entrapment.
a. What is entrapment?
b. What is informant entrapment?
c. What is enhancement entrapment?
d. What is the difference between "unwitting" and

entrapped?
L What is predisposition?
II. Informants of long duration almost always, if

allowed, engage in entrapment.
Whv?

Informants who push to have the freedom engage in
and/or, to tape-record criminal conversations with little
or no control ofhandlers.

Why is this a sign of entrapment activity?
Targets who are gainfully employed and who have little
or no records and/or reputations as criminals.
Targets that have records of violence and/or mental
instability andlor robbery, can be easily entrapped into
a very deadly drug deal.
Targets that know drug dealers, but never seem to have
drugs.

NEVER, NEVER allow a flipped informant to "down trade" in a
cooperation deal. The following is excerpted from a DeparLment of Justice
Mandate: COOPERATION AGREEMENTS: US PROSECUTORS,
DUTY TO BE COGNIZANT OF COOPERATING DEFENDANT
WITNES SES "TRADING DOWN." "Make fcooperation] agreements
only with'little fish' to get 'big fish.'... The integrity of government-

d.

0
D'

h.

<\
D'

h.
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RULE#|8:

RULE #19:

RULE #20:

2.15

indeed our very way of life-demands it."- Stephen T1ott, Assistant
Attorney General, United States Department of Justice. o

If you allow an informant to protect the Big Fish he knows, while he
delivers all the Small Fries-that informant is running you, and there is no
telling how far he willrun.

All money transactions with an informant MUST BE WITNESSED &
DOCUMENTED. Critical area for supervisory and administrative
officers.

When in serious doubt, Polygraph your informant. Critical area for
supervisory and administrative officers.

Never hesitate in terminating (firing) and blackballing an uncontrollable
criminal informant.

This is a true expression of the phrase, "To Protect and Serve" and
you may be doing some other cop and his family and the
unsuspecting public a huge favor as we1l.

Working Undercover with Informants

Working with confidential informant's can be a very useful tobl in undercover work;
however, it is never without its risks. Knowing and understanding the risks could
potentiaily save your life and/or your career and may make the daunting task of handling
informdnts a bit less challenging. Despite this knowledge, there are a number of
precautions that need to be taken each and every time you work with inforrnants. Even
for the shortest of undercover bits, an undercover partnering with an informant must
rehearse the role with the informant paying close attention to the informants claimed
history as an informant, the manner with which each of you addresses the other, and the
knowledge each has of the other's life etc..If the act is bad-the audience might kill
you!

Debrieftng Informants

Debriefing an informant can provide you with very valuable and at times
life-saving information about the target(s), the location or set where you
intend to set the sting operation up, other individuals who may need to be
controlled on the set, and so forth. Keep in mind, however, as was

6 Stephen S. Trott, Assistant Attorney General, Criminal Division, U.S.Department of Justice. "Tihe Successfirl Use
of Snitches, Informants, Co-conspirators and Accomplices as Witnesses for the Prosecution in a Criminal Case;
January 1984 Revision FOIA Request #CRNI-960224F. The Hon. Stephen S. Trott is currently serving as a Federal
Judge in the 9'o District. Excerpted from Informant Law Desk Book

NYS Division of Criminal Justice Services, Office of Public Safety: Copyright 2007 (Novemb er 2007)



Undercover Operations and
fnformant Handling 2.16

detailed in the Ruies of Informant Handling, all information obtained from
an informant MUST be verified to the extent that it is possible to do so.
Also important to keep in mind throughout the debriefing process is that
the moment you sense resistance to questions in a particular area; that is
the area to probe deeply. The areas to be covered in debriefing an
informant are:

a. ALL criminal activity in which the infonnant and target
had been associated (in great detail)

b. Target's propensity toward violence (temperlparanoia).
c. Prejudices (Killing of DEA Agent Hatcher)
d. Drug and/or alcohol use.
e. Weapons preferred by the target.
f. Where the weapons or other contraband are kept.
g. Associates who might be on the set (with all identifying

data known for each).
h. Record and reputation of each possible associate, as

r,vell as ALL criminal activity in'which informant
participated

i. Layout of the set-backrooms, stashes, exits etc...
j. Terms used and meanings of the hngo the undercover

should be familiar with.
k. Description ofa typical deal from the informant's

personar expenence.
L Probability of target frisking for electronic devices.
m. Use of counter-electronic technical measures.
n. lJse of CCTV, prior to allowing entry of undercover.

Ascertain as much information as is possible from the informant about his or her
history with this target keeping in mind that no detail is too small. This is an area
in'which you can expect resistance to which the handlers MUST NOT acquiesce.
When possible get a complete statistical and psychological profile and famrly
history of the target. Details from this information may prove helpful at any
moment. As with all infonnation received fi'om an informant, the undercover will
attempt to veri[r by conducting an independent collateral investigation.

The undercover should also document the criminal history of the infonnant for his
or her own protection as well as for the protection of other law enforcement
officials. Beware of informants who play one agency against another. This is a
common practice for informants and can have horrifrc eonsequences.
Undercovers should also be aware of:

Informunts whose clsints ure inconsistent with...
a. Their criminal history.
b. Their cultural background.
c. Their linguistic capabilities.
d. Their intellisence.
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e. Theirpersonalities.
f. Common sense.

There are literally volumes of documented material that outline how an
underc over can tactic ally and effectively corrob orate informant- suppli ed
information. Below is a list of the most effective.

fnfo r nt ant C o wo b o ratio n T actics

Record staged telephone calls between the informant
and the target, prior to the undercover meet.
Conversation should be choreographed in a manner that
would establish that the relationship between the
informant and the target is consistent with the
informant's claims and allegations.
Indices checks of the target and all known associates.
(II{ADDIS etc..)
Independent (spot-check) surveillance ofthe target and
informant (without knowledge of informant)
Telephone tolls (informant and target) and other
communications for contact between target and known
violators and/or unreported contact with informant.
Corroborate "new" information with choreographed
and recorded telephone call.
Wire informant for unannounced meeting with the
target.
Use of a second informant to corroborate the first.
Best: have the informant "duke" in an undercover.

Sapewisorv Traits Linlced to Tragic Outcomes

Lack of knowledge, training and experience in
undercover operations.
Egotistical. Unwilling to listen to contrasting opinion
on operational tactics.
Lack of "street smarts". (Been there, done that-bfi
really hasn't)
Bureaucratic and/or inflexible (unable to think outside
of the box; more concemed with regulations than lives).
Tentative leadership: wants to be "one of the boys" at
all costs. Reluctant to take charse.

a.

b.

d.

o

h.
i .

a.

b.

d.

e.

Use of Electronic Eguinment

An undercover should NEVER rely on any piece of electronic equipment
as the sole basis for his or her safetv. A secondan olan should be drawn
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up in the event the equipment fails. You should know the equipment you
are using and its limitations. The worst time to test your equipment for the
first time is during the actual operation so make the time to do a test run of
the operation as close to the actual area as is possible so you know that
your equipment will function properly in that location. Signals should be
worked out ahead of time between the undercover and the back-up team if
the equipment becomes non-functional. There should also be a signal
(electronic and/or visual) indicating the need to break off the operation
entirely. Make sure that the informant carurot intentionally render the
equipment in-operable and explain possible consequences to the informant
should he or she attempt to do so.
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